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Is Privacy an inferior
property in Smart Grids?

Smart Meters allow the remote collection of fine-grained readings to

support energy management. It is expected that energy consumption will
be reduced and a load management for renewable energy is possible. In
the US, but especially in Germany and in the European Union Directive
2009/72/EC promotes the deployment of smart grids. It states that, where
initial pilots are positive, 80% of consumers shall be equipped with smart
meters by year 2020. Experiences in the United States and Holland have
shown that such an efficiency oriented legislation leaves consumers
without choice but to accept the associated privacy threats. The success of
the infrastructure remains limited. Till to date, policy tools, e.g. data
protection laws or voluntary regulation, represent the only employed
protective measures against privacy invasions by outsiders or insiders of
the energy industry. The talk discusses the European and German
approaches and will show in so called feedback loops that pseudonyms
have deficits.

In the European project IUrban, the author is responsible for privacy
mechanisms to be studied in experimental smart grids of the city of Rijeka
in Croatia and Plowdiv in Bulgaria. The objective is to reach both privacy

and efficiency in energy management.
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